
Data Module

- read data from file or from
memory scraping tool
(toggle)
-Division of ram address
space into sections.(i.e. 4-
bytes)

Memory Module

- Export to File function
- getData function is 

callable from Data 
Processing

- read da ta from RAM
- Define data type for 
data export as a 
parameter for getData

API

- Predefined function to get
results from prediction tool --
can interface with every
module?
- Assumes primary
requirement for ouput is a
tuple (UID, Accuracy)

Main

- api: MainAPI

+ load_configs(): Tuple*

+ import_modules(config_type: String): 
    Tuple(MemoryModule, DataModule, Predic

+ memory_module_function(api_queue: APIQ
    memorymodule: MemoryModule, exit_even
    output_queue: Queue): void

+ data_module_function(api_queue: APIQueu
    datamodule: DataModule, exit_event: Even
    input_queue: Queue, output_queue: Queue

+ predict_module_function(api_queue: APIQu
    predictionmodule: PredictionModule, exit_e
    input_queue: Queue): void

+ main_loop(api: MainAPI, memory_module: M
    data_module: DataModule, 
    prediction_module: PredictionModule): void

+ main(): void

config.ini

[DEFAULT]
memorymodule = DefaultMemoryModule
datamodule = DefaultDataProcessor
predictionmodule = RFC2

[MEMORY]
target=smbc
csv=1

[DATAPROCESSOR]
variance_threshold = 1
buffer_threshold = 74
export = no

[PREDICTOR]
model_features = 10
use_targets = 1
targeted_features = 10,12,14,27,51,109,
    134,181,206,1866,2040,2041,2042

Use

StandardAPI

- logs: List

+ __init__(self): void
+ __str__(self): String
+ log(self, value): void
+ print_logs(self): void
+ export_logs(self): void

- memo

- dataap

- predict

+ get_m

+ get_da

+ get_pr

Prediction Module

- Submodule for additional
data processing, swappable
with or without model --
necessary for model
-Makes prediction using
processed data on a chosen
model
-ONNX format for model
loading
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MemoryModule

- memory_api: MemoryAPI

- target: String
- target_addrs: List

- pid: pid_t

+ __init__(self, memoryapi: MemoryModule, 
    target: String, target_addrs: List): void

+ __str__(self): String
+ hook_proc(self): fd
+ read_mem(self): FileStream
+ update(self): void*
+ shutdown(self): void
+ get_api(self): MemoryAPI

DataModule

- selector: FeatureSelector

- variance_threshold: float
- buffer_threshold: float
- data_buffer: Queue
- data_api: DataAPI
- passthrough: Boolean

+ __init__(self, data_api: DataAPI, 
    variance_threshold: float, 
    buffer_threshold: float, 
    passthrough: Boolean): void
+ __str__(self): String
+ update(self): Numpy.Array
+ shutdown(self): void
+ get_api(self): DataAPI

PredictionModule

- prediction_api: PredictionAPI

- model_features: Numpy.Array
- model: Torch.Model

- processor: PredictionProcessor

+ __init__(self, predictionapi: PredictionAPI, 
    model_features: Numpy.Array, 
    targets: Numpy.Array, 
    use_targets: Boolean): void

+ __str__(self): String
+ update(self): void*
+ shutdown(self): void
+ get_api(self): PredictionAPI

Use

Use

dispatch

Module

+ __init__(self, api: void*, 
    args: void*): void
+ __str__(self): String

+ update(self): void*

+ shutdown(self): void

+ get_api(self): StandardAPI

Plugins

DefaultMemoryModule

DefaultDataModule

DefaultPredictionModule

RFC2

LSTM

HMM

Use

API

PredictionAPI

- prediction: int

+ get_prediction(self): int

MainAPI

oryapi: MemoryAPI

pi: DataAPI

tionapi: PredictionAPI

memoryapi(self): MemoryAPI

ataapi(self): DataAPI

redictionapi(self): PredictionAPI

Extends

Extends

Extends

DataAPI

- status: String

+ get_status(self): String

MemoryAPI

- status: String

+ get_status(self): String

Extends

Extends

Extends

dispatch
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