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Problem Description

- Primary Research Question

ols it possible to differentiate between a human and bot @

playing a game? ..
' 111

- Secondary Research Questions ¢ 3 : K 4
|

=

oCan we do this from a naive approach? 4 >

oCan we 1dentify a human or bot in real time?

oCan our solution be generalized to multiple platforms?




Approach

- Proved 1t 1s possible to differentiate

- Designed framework to address each approach

oNaive approach & Calculated Approach
oOnline & Offline Prediction




Our Lifecycle

1. Initial Research
2. Initial Design & Implementation

3. Additional R&D




Business
Implementation Plan

1. Initial Design
2. Initial Implementation
3. Continuous Research

4. Continuous Development
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Research Findings




Memory Scraping

- Kernel implements methods of abstraction
- Explored function hooking

- Explored system call intercepts

- Explored subprocessing

- Result: Additional Research Required




Data Exploration

- Explored relevant features
- Explored dimension reduction
- Explored superscoring

- Result: Normalization & Feature Targeting




Algorithmic Prediction

- Explored various machine learning approaches

- Explored score-based algorithms

- Result: LSTM




Framework Design




Design Rationale

- Modular design supports multiple approaches

- Swappable interfaces:
oAllows for client to create and use modules of their own

- API:

oAllows for client to access the inner-workings

- Multiprocessing supports subprocess-threading
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- Memory Module
oData collection

- Data Module

oData processing

- Prediction Module
oData prediction




API

- Standard API

olmplements logging

- Main API
oHosts modular APIs

- Memory API
- Data API

- Prediction API
oHosts model API

oAccess prediction




Memory Module




Design & Implementation

- Initialize feature selection

- Input data through standard in (stdin)
- Read from stdin to get each row of data
- Format data for data processor

- Pass data into queue for data processor

- At end of data, wait and shutdown




Data piped from Data formatted Data passed into

program or csv | (numpy array) queue
Config passes End of data, wait and

selected features shufdown




Rationale

- Bypassing the kernel too much work, read from stdin

- Config settings select features avoid unnecessary data
passing

- Queue for multiprocessing

- Data runs out and queue empties to close




Data Processing
Module




Rationale

- Data cleaning and normalization
- Feature selection

- Generalize use across different models




Design & Implementation

- Takes unprocessed input from Memory Module and
produces a standard formatting for Prediction Module

- Feature selection for live training, or passthrough for
pretrained models with targeted features

- Variance threshold as the default plugin
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» Challenges

- Account for variable input from Memory Module
- Produce standardized output for Prediction Module

- Generalizable feature selection technique across all
models




Prediction Module




Live Training vs. Pretrained Models

- Not all models support live training easily.

- Pretrained models require less start up time




Design

- Components

oPrediction model
= ONNX format

oModel specific preprocessing @ O N N X

- Targeted features
oUtilize domain expert knowledge




Implementation
Random Forest Classifier

- Preliminary Research
oHelps 1dentify feature importance

- Model specific preprocessing
oData shape fitting




Config options
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Challenges

Random Forest Classifier

- Inaccurate pretrained model
- Sequential data

- Real-time training is difficult




Overview
LSTM Autoencoder

- Unsupervised Learning

- Sequence to Sequence

- Encoder encodes input sequence

- Decoder reconstructs input sequence
- Anomaly Detection

- Reconstruction Loss




Features
LSTM Autoencoder

FRAME, X, Y, UP, DOWN, LEFT, RIGHT, SPEED, ONGROUND

SEQUENCE LENGTH = 50




Implementation
LSTM Autoencoder

Human data 1s varied

Train on bot data




Implementation
LSTM Autoencoder

Input:
(Batch Size, Sequence Length, Number of Features)
(48, 50, 9)
l‘ — — —
LSTM LSTM LSTM LSTM nn.Linear

Number of Layers: 1 Number of Layers: 1 Number of Layers: 1 MNumber of Layers: 1 Inout: 512

Input Feature: 9 Input Feature: 512 "1 Input Feature: 256 Input Feature: 256 Dﬂt ut- G

Hidden Size: 512 Hidden Size: 256 Hidden Size: 256 Hidden Size: 512 put
Encoder Decoder

Quptut:
(Batch Size, Sequence Length, Number of Features)
{48, 50, 9)

Loss: Mean Average Error (MAE)
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Framework Integration
LSTM Autoencoder

- List of sequence predictions over the gameplay
- Threshold =100

- For each sequence:
oReconstruction Loss below threshold: Bot, 1
oReconstruction Loss above threshold: Human, O

- Final prediction: the average of predictions




Challenges
LSTM Autoencoder

- Limited variations of bots
- Data overfitting
- Long training time

- Environmental data

In the future:
- Autoencoder for a feature

- Segment length starting from beginning




Teamwork Contributions

Module Framework Memory Data Module Prediction
Design Module Module

Team Members Corbin Graham Adam Riffel Jose Medina Mani Carlos Acuna,
Nhan Tran
Team Members Corbin Graham, Carlos Acuna, Adam Riffel,
Carlos Acuna, Corbin Graham, Corbin Graham
Jose Medina Mani Jose Medina Mani,
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Questions?



The Architecture

Bots-R-Us Launch Bots-R-Us
Memory Module -
- Export to File funcion coniig.ini Plugins MemoryModule -1
- getData function is [DEFALLT) : - e
callable from Data = [ DefauliMemoryModule |> ' - memaory_api: Memory.
Processing memorymodule = DefaultMemonyModule - : Moduie <—Esdends——— )
- read da ta from RAM datamodule = DefaultDataProcessor : : - target: String
- Define data type for predictionmodule = RFC2 \ DefaultDataModule I» ! |+ init_(sell, agic void®, < |7 - target_addrs: List
data export as a args: void*): void : - pid: pid_t
parameter for getData [ME“PRY‘ +__str__(self): Sfring H
targ_e;smbc + __init__(self memoryapi: MemoryModule,
e + update(self): void* Exends target: String, target_addrs: List): void
ATA 1 " H i Kemel
L[;:;:Ef%?fgg%ﬂq DefaultPredictionModule T1 |+ shutdown(sei: void ; +__str_ (self): String
- = — ' : + hook_proc(self): fd RAM ] Super
buffer_threshold = 74 RFC2 H + get_api(self): StandardAP| - Mario
export = no ] gel_apilsel): Standar ] + read_mem(self) FileStream PID Bros
[PREDICTOR] LSTM ' : * updale(self: void 10
model_features = 10 i ;""'> : + shutdown(self): void
Data Module use_targets = 1 HMM H - + get_api(self): MemoryAP|
targeted_features = 10,12,14,27 51,109 | dispatth H
 read data from file or from 134,181,206, 1866,2040,2041,2042 e - e | |
memory scraping tool /\ |
(toggle) | API ' 3 .
-Division of ram address : b :
space into sections. (i.e. 4 StandardAP! K/ Fdents——————————— MemoryAP! =]
bytes) ] Exiend N B
- logs: List 'Q R - status: String ' DataModule
' fod H n
: + __init__(self) void + get_status(self): String by {>] - selector. FeatureSelector Bot uma
: + __str__(self): Strin b . .
St ing MinAP! lE:dends—| - Variance_threshold float
' + log(self, value): void DataAP! —dispatch - buffer_threshold: float
: « print_logs(self): void - memoryapi: Memory AP R T .
: peint_log . yap L1 status: String P 1 - data_buffer: Queue
use | |+ export_logs(self). void - dataapi DataAP| i - data_api: DataAP!
. predictionapi- PredictionAP! = get_status(self). String - passthrough: Boolean
Prediction Module i I
: P + __Init__(self, data_api: DataAP!
' + get_memoryapi(self): MemoryAP| - Preaic <M L variance_threshold: float,
] N P buffer_threshold: float
+ gel_dataapi(self): DataAP| - prediction: int passthrough: Boolean): void
- Submodule for additiona : 1 read p ' + __sir__(self): String
t { ] ei_predictionapi(self): PredictionAP! |¢fp—— * 9et_prediction(self): int ]
e : " gl preactionant tonA | + Update(self): Numpy Amay
necessary for model : | ' + shutdown(self): void
-Makes prediction using ] : + gel_api(self). DataAPI
processed data on a chosen '
model :
-ONNX format for mode!
loading Main
= api. MainAP1
+load_configs(): Tuple*
------- > PredictionModule
AP + import_modules{config_type: String)
Tuple(MemoryModule, DataModule, PredictionModule) - prediction_api. PredictionAP!
+memory_module_function(api_gueue: APIQueue. - model_features: Numpy.Array
memorymodule: MemoryModule, exit_event Event, - model Torch Model
outpui_gueue: Queue): void
- processor: PredictionProcessor
- Predefined function to get + data_module_function(api_gueue APIQueue
results from prediction tool — datamodule: DataModule, exit_event: Event
o - + __init__(self, predictionapi: PredictionAP1
?t;\dmt;rlabe with every input_gueue: Queue, output_gueue: Queue): void model_features Numpy. Aray
ASSUITES DIl + predict_module_function(api_gueue: APIQueue targets: Numpy Array,
" ASSLINOS PRy predictionmodule: PredictionModule, exit_event Event, use_targets: Boolean): void
requirement for ouput is a input_queue: Queue): void
tuple (UID, Accuracy) - g aispateh +__str_ (self); String
+ main_loop(api- MainAPI, memory_module: MemoryModule - . .
data_module: DataModule, update(self): void™
prediction_module: PredictionModule): void + shutdown(selfy void
smain(veid  leeeeeesceseesessesseeesesees US® =snssssanasnnssassnsannnnnns >\t get_api(self). PredictionAPI




LSTM Autoencoder prediction code

# SEQUENCE PREDICTION

if (reconstruction_loss < threshold):
predictions.append(1) # BOT

else:

predictions.append(0) # HUMAN

# AVERAGE PREDICTION OVER GAMEPLAY SO FAR
average prediction = sum(predictions) / total number_of predictions
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