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Abstract: This report describes our team’s findings when exploring the feasibility of 

automated bot detection in Super Mario Bros. from a naive approach. In it, we will 

describe the challenges associated with human-bot detection and identification, current 

solutions, and approaches. We will then discuss our findings with respect to data 

collection, data processing, and prediction. We will also discuss the importance and 

impact that this solution could have on multiple domains. Finally, we will explore the 

feasibility of scaling our solution to multiple domains and multiple users and provide 

suggestions for continued research, implementation, and product deployment.  
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1 Introduction 

Specific forms of AI can be difficult to distinguish from human intelligence. The 2012 

paper on Turing track Mario AI provides examples of AI specifically developed to model 

human behavior, presenting a new problem in detecting such AI [14]. The game used for 

this competition is Super Mario Bros, a simple 2D platformer in which the player can 

move left or right, jump, run, and collect powerups to pass a variety of obstacles and 

reach the end of a level within a short timeframe. In this competition, various AI were 

created by participants to closely resemble the playstyle of human players. 

This raised the question of, if it’s possible to create an AI to mimic human behavior, can 

we create something that specializes in differentiating these AI from real people. This 

question applies not only to cheating in online games but also to the possible future 

security of machines being accessed by AI attempting to stay unnoticed by mimicking 

typical human behavior. This is why we researched and developed a framework for 

machine learning models trained to detect these AI mimicking humans. 

 

2 Background 

Previous approaches to bot detection and classification typically focus on two aspects: 

server-side detection and some type of performance evaluation. For example, in the 

paper “Bot Detection in Online Games” by Phou Lee, their approach consisted of a 

server-side focused solution that would watch for the performance of a player [3][9]. Our 

approach is unique in that we focus on client-side detection and IEE Turing-tested AI 

attempting human-like behavior in addition to performance. The reason is that in games 

like Super Mario Bros, there are players who compete to reach the fastest times in 

beating the game possible. These players may have little variance in their playstyle with 

exceptional performance without being a bot, thus making decisions based solely on 

performance could incorrectly label skilled humans as a bot. 

Other approaches are specific to a game or type of game as well where players are 

grouped into categories by play style, or activities that not all games possess such as 

social interaction [1][2]. We plan to make a general solution by using little information on 

what the player is doing in the game, but how they play based on their input into the 

game such as buttons pressed.   
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3 Objectives 

Our primary goal was to answer the given research question of “Is it possible to 

differentiate between a human and bot playing a game?” Alongside this primary goal, 

we also answered the following secondary questions: 1. Can we do this from a naive 

approach? 2. Can we identify a human or bot in real time? 3. Can we expand this to 

identify individual users? 4. Can our solution be generalized to multiple platforms? To 

solve these problems, we evaluated data from the game. 

 

4 Methodology 

To distinguish between a bot and a human, we used a variety of machine learning 

techniques applicable for classification. These ranged from the simple models like 

logistic regression, support vector machines, and random forest classifiers to once state 

of the art techniques like Long Short-Term Memory (LSTM) RNN and Hidden Markov 

models (HMM). Our best performing models were the LSTM Autoencoder and the 

HMM, but the LSTM came at the cost of requiring large amounts of samples.  

To collect both training and testing data, we devised a pipeline to dump the memory of 

the program, in this case Super Mario Bros., to CSV files that were used to train our 

models. The dump also contained a label so that we could perform supervised learning 

tasks using the gathered data. 

Once the data was collected it was analyzed to see if any features would provide us 

with better performing models. Previous research showed that for a modified version of 

Super Mario Bros. certain features were correlated with player skill [14]. We also utilized 

this method of plotting the average and standard deviation values for certain features 

gathered through the memory dump. One idea that can be further explored here is the 

idea of player improvement trajectories, which will be explained in our findings. 
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5 Findings 

First, after performing the feature analysis on our gathered samples we found that 

certain features did in fact improve the performance of our prediction models.  

 

Figure 1: Normalized value ranges for each feature. 

Using these graphs, we could also visually identify an improvement trajectory for a 

particular player. Something to explore further would be using the difference between 

these values to form an improvement vector and use that to train and test models. The 

downside would be that it requires much more sample collection than our implemented 

solution. 

  
Figure 2: Value ranges of first and 20th run of human playing Super Mario Bros. 

One main trend seen across our findings was that utilizing some form of time warping 

improved the performance of the models drastically. Time warping, as we use it, is the 

simplifying of our sequences into shorter sequences, with respect to time. This does 

come with the risk of losing information. One attempt was to use averages and totals to 

simply a sequence into a single point. Which allowed a K-means clustering model to be 

run on our data. 
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Figure 3: K-means clustering on total number of times jumped. 

LSTM Autoencoder encodes the input sequence and tries to reconstruct the sequence. 

Loss between the input and reconstructed sequence is Mean Average Error (MAE). In 

the result graph, the red area is the bot gameplay reconstruction error, and the green 

area is the human gameplay reconstruction error. 

 
Figure 4: LSMT Autoencoder confusion matrix. 

All these models requiring unique forms of data processing to give their best results 

lead us to our most important finding. There is no feasible way to generalize one model 

for multiple games or to expand one model for individual identification. This leads us to 

what we believe is the most practical way of addressing the bot identification problem 

for multiple domains.  
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6 Proposed Solution 

Our findings have proven it possible to practically differentiate between human and non-

human players in the platform game, Super Mario Bros. The difficulty now is to find a 

way to practically apply our findings in an online scenario. 

We propose a framework that manages each of our solutions in a way that allows our 

client to monitor and adapt the framework for multiple domains and multiple players. 

This framework would host our three primary components in a nondependent style that 

allows modification and adaptation as the online environment changes. The three 

primary components will be demonstrated by three modules: Memory Scraping Module, 

Data Processing Module, and Prediction Algorithm Module. A complete design of this 

framework with implementation is shown below in Figure X. 

 
Figure 5. Class diagram of proposed framework implementation. 

The proposed framework uses multiple processes to host each of the modular 

components and multiprocessing queues to transfer information and outcomes. There is 

a global API that stores individual APIs for each of the modules and is continuously 

updated as information is being processed. The client can access this global API, Main 

API, and monitor the status, or protocols implemented in each module. 
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The proposed framework when implemented demonstrated the ability to manage these 

modules and provide real-time, online prediction outcomes. It can also easily switch 

between different memory scraping modules for different applications and different 

prediction algorithm modules for different prediction approaches. 

The potential vulnerabilities of this approach are 1. Specific domain knowledge 

requirements; the memory scraping module requires some level of domain knowledge 

about how and where the memory is being stored for a given application. 2. The data 

processing module allows the client flexibility with data processing but there is a set 

requirement for data formatting to constrict mismanagement of resources. 3. The 

prediction module can be trained online but requires immense resources and it is 

recommended a pre-trained model be used. 4. The framework supports only a single 

user per instance and would require immense resources to support more than one user. 

It is recommended the framework be run in a case-by-case scenario where it is only 

using the resources of the host (or target player). 5. To offer maximum flexibility, and 

extensibility, the framework is not space efficient. A space efficient design would require 

far tighter restrictions on modules that would hurt the ability of the framework to adapt to 

multiple domains and users. 

Potential Application. One potential application of the proposed framework is to 

monitor a user’s activity on their device. Once the prediction algorithm has been trained 

to understand the user’s typical activity and threshold, any activity outside of their 

regular use could be a potential intrusion. What separates our proposed framework from 

other resources is 1. It does not require any additional hardware. 2. It can continuously 

monitor the user and their activity, providing online, real-time prediction updates. 3. The 

framework can monitor an entire domain and is not application limited; it does not 

require a great understanding of how a system works to begin generating predictions. 

By leveraging these, we can warn the user, or an administrator if their system is being 

manipulated without direct monitoring. 

7 Implementation Plan 

The proposed framework was implemented using Python 3.11. The choice of language 

was to offer the greatest flexibility and extensibility between multiple models, domains, 

and users. It is currently in an Alpha version, where it has limited features, insight, and 

performance. Development was performed using Agile in a continuous integration and 

deployment environment. 
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Figure 6. Example implementation roadmap. 

To move the framework from conceptual implementation to real world application would 

require extensive development. The proposed methodology for implementation is to 

continue the use of Agile with these variations: 1. Teams are split by module where a 

given team of developers is only aware of their required IO, but not about the 

functionality or capabilities of other modules. 2. Deployment will happen in modular 

settings where once the framework design is finalized, only the modules that implement 

the three primary features must be updated. The framework can continue running 

without downtime to swap or upgrade a module. 
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Cost. The cost of the proposed implementation is described below. It assumes 

hardware, software, and tools are a non-added cost. 

Resource Cost 

Research Labor $0 Initial (Completed) + $XX.XX Annual 

Development Labor $XX.XX Initial + $XX.XX Annual 

  

8 Implications 

The proposed implementation plan and solution would allow for a continuously evolving 

framework that can provide online anomaly detection and help an administrator 

determine if a user’s system has been compromised. Video game developers can use 

our solution on the client side to detect and deter the use of bots before data has even 

begun streaming to servers in an online multiplayer game. It would allow for faster 

action and response from the administrators and require less administrative input when 

preventing and negating cheating. 

Conclusion 

Our study has confirmed that it is not only possible to differentiate between bots and 

humans in a platform game, Super Mario Bros., but that it can be performed online in 

real-time. We have proposed the design and development of a framework with a 

modular design that supports the continuous research, development, and 

implementation of our findings and supports future research and improvements in 

methodology. 
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